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Jlaboparopnas padbora Ne 1

Araka Ha RSA ¢ MajJabIM OTKPBITBIM KJIIOYOM

Cnada: 13.02.23

1 Aaropmtm KonmepcMmmTa HaX0XKeHUS MaJIbIX KOPHEl MHOTOYJIeHa

B ocHoBe arakm Ha OJHOCTOPOHHIOI (YHKIMIO RSA JexuT crepyiomasi Teopema, jokasanHas Jlonom
Kommepemurom B [I].

Teopepma 1. Iloaoorcum, N — uenoe, f € Z[x] — ynumaphoili mrozounen cmenenu n. Ioaoocum dasee,

1
X = N=~¢ dan e > 0. Toeda cywecmeyem arzopumm, komopwidi seprem ece |xro| < X, ydosaemeopsrouue
f(xzg) = 0mod N, 3a epems, pasromy epemeru pabomos aszopumma LLL wa pewemxu pasmeprocmu

(’)(min{%, logo N}).

[TpesiecTh 3TO TEOPEMBI COCTOUT B TOM, 4TO MOJYJb N MOXKeT ObITh COCTABHBIM YUCJIOM (JIJIs IPOCTHIX
MOJTyJIelt HeOOXOIUMOCTH B UCIIOJIb30BaHNE TeopeMbl KommepecMuTa HET, Tak Kak CYIIeCTBYIOT 0ojiee ObICTphIE
AJITOPUTMbBI HAXOKJICHHsI KOPHEH).

Jlajee MBI JOKaXkKeM 3Ty TeopeMy I Haunem ¢ pesyibrara, moiydeHHbM Xorpeiis-Xpaxamom [2].
Muorouneny h(z) = Y ;- OCLZCL‘ € Z|z] 6yﬂeM CONOCTABIIATH BeKTOp-Koadduimentos (a;); € Z™ n
onpesensits kBajpar Hopmbt |2 = 37, |ag]?.

Jlemma 2. ITyemw h(x) € Zlx] — mnoeounen cmenenu n u X > 0 — yeaoe. Hoaootcum, ||h(zX)| < N//n.
Ecau |xo| < X ydosaemeopaem h(xg) = 0 mod N, mo ypasnenue h(zg) =0 swnoanaemes nao Z.

Jloxasamesvemao.
i X0 i i)
h(zo)| = Za,xo = Za,X ( ) <Z a; X ( )
< Z |a; X"| < \/ﬁ||h(a:X)|| < N.
i
U3 sroro uepasencrsa u yeiaosust h(xg) = 0 mod N, ciemyer h(zg) = 0. O

Jlemma 2] yrBeprkiaer, aTo ecim h — MHOrowIeH MaJsoif HOPMBI, TO Bcero ero kopum mod N, Takzke
MaJible 110 abCOIFOTHOMY 3HAYEHUIO, SIBJISTFOTCSI €r0 KOPHSIMU Hal neibiMu ducjamu. CJieoBaTeIbHO, MBI
6yJieM ucKaTh Jyisi MHorowiena f(x) (Heobs3aTesIbHO MaJIO HOPMBI), MHOTOWIeH h(x) MaJsoit HOpMBbI, MMe-
fomuii Takue ke Kopuu, Kak f(xz). OueBuHO, MbI MOIIM Obl UCKATH JIMHEHHBIE KOMOMHAIINE MHOTIOYJIEHOB
Buga f,xf,x%f, ..., naomue Maayio HopMy. OIHAKO, JACTO TaKHe MHOTOU/IEHDI He JAl0T JKeJIaeMyio HeTDH-
BHAJIbHYIO JinHEjiHYI0 KoMOuHanuio. [Tosromy Kommepemur npejyraraer j106aBiisiTh B CIIHCOK MHOTOYJICHOB
crenienn f(x), samerus, aro eciu f(x) = 0 mod N, To f(x)® = 0 mod N* ms moboro i > 1. B obmem
CIlydae 3aJaiM /IS HEKOTOPOTO HeI0r0 1||| MHOrOWICHb!

gij(®) = N""lgi f(z)!, amai=0,....m—1,j=0,...n— 1.

1Bostee TOUHBII aHAIN3 TOKA3BIBAET, UTO M = (é}, Ha MMPAKTHUKE 1M BBLIOUPAIOT HEOOJIBIITON KOHCTAHTOM.



Torga xg — Kopenb MHOrOWIeHa ¢; () 110 Momymro N™ mist Beex ¢ > 0. Terepb Mbl Oy/ieM HCKATh MHOTOWIEH
h(x) — nuHeitHy10 KOMOMHAIMIO MHOTOYIEHOB ¢; (), Takyio, aro HOpMa h(xX) He npeBocxomur N™ (BbIGOD
MHOTOWIeHOB g; j(#X ) mo3BossieT yBeandnTs rpamuiy ¢ N 1o N™).

Pemmum 3a1ady moncka jmHeitHON KoMOuHaImu ¢ MaJoii Hopmoii. Comocrasisas MHorodaeHaM g; j(xX)
BEKTOpa, COCTAaBJIEHHBble W3 uX Kod(pduiueHToB, 3ajaua mnoucka h(r) CBOAUTCS K IIOUCKY KOPOTKOIO
BEKTOpa B peIeTKe, 00pa3oBaHHON MaTpUIeit-koa(hUITMEHTOB, T1e B ¢-M CTOJIONE 3armncad Ko3hOUITUEHTHI
MHOI'OYJIEHOB IIpU §-0if creneHu x. llosiydaum pemerky pasMepHOCTH w = nm, 06a3UCOM KOTOPOil Oyaer
HIZKHe-TPEYroJibHas Marpuia (yoopsijounBasi cHadaJsa 1o 4, noroM no j). Hanpuwmep, aist n = 2,m = 3
MaTpuiia OyJeT UMeTh BU/T

$0 .Z’l x2 $3 334 x5
90,0(zX) N3
90,1 (zX) * N3X
g1,0(zX) * * N2X?
g1.1(zX) * * * N2X3
g2.0(zX) * * * *  NX4
g2.1(xX) * * * * * NX°

[Tosurum * cOOTBETCTBYIOT KO3 DulmeHTaM MHOTOWIEHOB ¢; j(2X), MyCTble HO3UIUHE COOTBETCTBYIOT
uyssim. Asropurm LLL, s3amymiennsiii jjist sroro 6asuca (3j1ech 6a3uc 3aJaH BEKTOPAMU-CTPOKAMHE, KaK
B FPyLLL/Sage!), BepHeT BeKTOp ¥ DPemETKH, |bsi HOpMa OGymeT yaoBieTBopsatsh |[v]| < 2% det(L)/.
OrtpeiesiuTelib PEMIeTKH MOXKHO OIEHUTD Ka

m—1 n—1m—1 m nm—1
det(L) = J[ N T [ x?x™ =] ~™ [] X' =
i— j=0 i=0 i=1 i=0
m(m+1)n _ mn(mn—1) m?n __m?n?
=N 2 X 2 ~N 2 X 2

st Toro, urobel BekTOp v (coorBercrBytomuii Maorowteny h(xX)), mosydensstii u3 aaropurma LLL
VIOBJIETBOPsLI yCa0BHUIO JIeMMbl [2] HeobGxXoauMo BEITOIHEHE HEPABEHCTBA

Nm
2 det(L)/* < N

[Moacrasisist nosmydennyto ammpokcumManuio st det(L) u npenebperasi MaJabIME MHOYKUTEISIMHE, YCIOBIE
BBIITIE JIAET

det(L) < N™ = X < N'/,

9TO COOTBETCTBYeT rpanuiie B Teopeme |I| B TOYHOCTH /IO £, BOSHUKAIONINM BCJIE€CTBUE AITPOKCUMAIIIA.

2 IIpm yém TyT RSA?

2.1 CrepeoTultibie COOOIIEHUST

Cxema mmdpoBaHus 1 aJroputm noanuct RSA ocHoBaHbBI Ha 0HOCTOpOHHEN (hyHKINKY BuAa & — € mod IV,
Il HEKOlt e € 7y, (Takoe 0TOOpaskeHne Ha3bIBAETCS “OHOCTOPOHHE dyHKIHel ¢ HOTaltHbIM BXO;LOM’ﬂ Tak
kak sHag d = e ' mod ¢(N) a1y dbyHKImO MOXKHO 3hdeKTHBHO o6paruTh. Tak Hebesonachas Bepcusa
i poBaHUsT COOOITIEHNST M, BEIUHUCIsIeT Mudp-TeKeT ¢ = m® mod N.

Jnst Toro, 4TOoOBI Clle/IaTh BO3BEJEHHE B CTerneHb e 3(hdEKTUBHBIM, HEKOTOpbIe peaym3aruun RSA
BeIOUpAIN € = 3E| B sToii mabopaTopHoit BbI ydbenuTech B TOM, UTO 9TO ILTOXad wies. Hampumep, eciau

2MuozkuTenn, yiee n3-3a AlPOKCUMAIE B (hOPMYJIe HUKe, YUUTHIBAIOTCS B €.
3https://en.wikipedia.org/wiki/Trapdoor_function
4Ceronus Bce peanmsanuu RSA orkasaamuch or Takoil mudpyONel SKCIOHEHTEL.
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MBI U@ PYeM CTEPEOTHUITHBIE COODIIEHNsI, TaKne KakK “Balll mapojb Ha ceromas: XXXXX”, To mudp-TeKcT
Takoro coobmienus ectb (S + x)¢ mod N, rie S — usBecTHas 9acTh COOONIEHUS “BAIll IAPOJIb HA CErOJHS: ',
a mapoJib x — HemsBecTHasi. Torja mudp-rekcr coorsercrByer muorowieny f(x) = (S+x)¢ —cmod N, rae
HEM3BECTHASI YaCTh OTKPBITOIO TEKCTa T — €ro KOpeHb. Ecim mmdpyronas SKCIIOHEHTa € MaJja, aJrOpUTM

Kormmepemura mozBoint 3¢hdeKTUBHO HARTH T, TAK KaK PAa3MEPHOCTD PEIIeTKH Oy/1eT HeOOIbIIOi.

2.2 Cayuaiinas nabuska (padding)

Ora araka Ha RSA Obuia npemitoxkena PpsukimHoMm-Paiirepom B 1996 romy. Iloso:kum, OTKpBITHIE
coobmmenust m,m’ CBA3HBI COOTHOmEHMeM m = m' + 7, rje r— Majoe 3HadeHWe (HAIPUMED, €CJM s
mupoBaHus i-I'0 COOOIIEHNsT UCIOJIb3yeTCd TaK Has3blBacMas Habupka R; = i < 2k s “pammoMuzanun’
OTKPBITOTO TEKCTa, TO ¢; = (m - 2% + i mod N. Torna mast e = 3,

¢ =m>mod N

/

d = (m+7)> mod N.

Buast ¢, u r, MOXKHO JIErKO BBIMUCIUTEL M (HOMyMaiiTe, KaK UMEHHO, BaM 3TO MPHUTOIUTCS JIAJIee).
Yro ecqm MBI HE 3HAEM T, HO 3HaeM, 9To oHo Maso? Torma asa mmdp-Tekcra ¢, ¢ 1ayT aBa ypaBHeHus

m? —c=0mod N
/
(m+7r)3 —¢ =0mod N,
B KOTODBIX HEM3BECTHBIME SIBJISIIOTCS M, 7. VICTOMb3yst MeToJ| pe3ysbTaHT (KIACCHTIEeCKUil MeTO MCKJIIO-

YEeHHsA HEU3BECTHOI'O U3 CHUCTEMbI, HaM B ﬂa6opaTopH0171 IIOHa,ILO6I/ITCH TOJIBKO 3Ha4€HUE peBy.JIbTaHTbI), 110
IEePEeMEHHON I10JIyYUM MHOI'OYJIEH OT OJHOU IIepEeMEeHHOM 7.

resy, (m® — ¢, (m 4 1) — &) =17 + (3¢ — 3¢)r® + 3r3(c? 4+ Ted + ) + (¢ — ¢)® mod N.

Hosyuennsrit Mmuorounen f(r) = 9 + (3¢ — 3¢)rb 4 3r3 icQ + Ted + ?) + (e — )3 cremenn 9 mmeer cBonm

KopHeM HckoMoe 3Havenue r. Ecou r < N1/ Teopema || Boramcsur s1or KopeHsn.

3 3ananue K JjabopaTOpPHOIi

B sroit 1aboparoproit BaM jiaibl OTKpbIThIH Kimiod RSA (N, e = 3) u asa mmdp-rekcra (¢, ¢') myst coobienmii
(m,m'), cBA3aHHBIX HEKUM MaJIbIM 7. Bamma 3agada — HallTu 1 1 napy cooOIIeHui.

[Tapamerpsl 3a1aub1 B daitie labl _input.txt mo ceblike https://crypto-kantiana.com/elena.kirshanova/

teaching/lattices_2023/labl_input.txt.
st ycnernoit araku Mozkere ncnosib3oBarb X = [0.5- N 1/ 9|, B omrpeeenun gi,j MOXKETe B34Tb M = 5.
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5OueBHIHO, TAKOH METOM PAHIOMI3ALUN He SIBJISETCS GE30IIACHBIM
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