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Outline

o The k-List Problem

o The Learning with Errors Problem (LWE)

« The (Extended) Dihedral Coset Problem (DCP)
» Reduction from LWE to EDCP

« Solving EDCP/LWE via k-Lists



Definition: the k-List problem

Given k-lists Ly, ..., Ly C R™ of iid. elements and a relation R

L, L, [

R

n

find all/almost all/a fraction of (z1,...,25) € L1 X ... X Ly s.t.

R(zx1,...,xy) is satisfied

o [, are of the same size and can be identical
o |L;| is set s.t. enough solutions exist



Example: k-XOR (Wagner'02)

Given k-lists Ly, ..., L; C IFy of iid. elements
Ll L2 ce Lk
find almost all (x1,...,2,) € L1 X ... X L s.t.

21D... @z =0

o |L;| = 2°0/™)  Runtime: 20(Vn)



This talk

Given k-lists Ly, ..., L C Zg of iid. elements

L, Ly i

find almost all (x1,...,2,) € L1 X ... X Ly s.t.

(12‘1—|—...—|—J)k:[0, O,,O]

« BKW algorithm for LWE
o Kuperberg's algorithm for the Dihedral Coset Problem



The Learning With Errors Problem (Regev'05)

Dimension: n, modulus: ¢ = poly(n), 0 < a <1

LWE: For fixed secret s € ZZ.
given
(a1, (a;,s) +e; mod q) € Zg“

@5 &= Wl &

(am7 <am)s> +em mOd Q) e ZZL+1’ ........ “.‘. “.. .........
find s.

Typical parameters: n = O(bit security), ¢ = n®W,

m = O(nlogq). @ = /g



The (Extended) Dihedral Coset Problem
Dimension: n, modulus: ¢, an integer M > 1

EDCP: For secret s € Ly, given

M-1

Z]j)\x1+j-smodq>,

Jj=0

find s.



The (Extended) Dihedral Coset Problem
Dimension: n, modulus: ¢, an integer M > 1

EDCP: For secret s € Ly, given

M-1

Z]j)\x1+j-smodq>,

find s.

o For m = O(nloggq), s is unique whp.

e For n =1, M = 2 the problem is called the Dihedral Coset
Problem. Samples are of the form

|0} |z) + |1) |z + s mod ¢)



LWE vs. DCP

LWE: Given DCP: Given
(a1, (a;, s) + e; mod q) |0, z1) + |1, 21 + s mod ¢")
(am’ <am7s>+em mod Q)- |07 Ié) + |17 Ze+ 5 mod qn>

find s € Zy find s € Zgn



LWE vs. DCP

LWE: Given < DCP: Given

(a1, (a;, s) + e; mod q) [Regev'02] |0, z1) + |1, 21 + s mod ¢")

(am’ <am7s>+em mod Q)- |07 Ié) + |17 Ze+ 5 mod qn>
find s € Zy find s € Zgn



LWE vs. EDCP

LWE: Given — EDCP: Given

BKSW'18 1. . .
(ar, {ar ,s) + e mod ) | DSy ka4 5 - s mod g)
(ama <amas>+em mod q)v Z]Aial |j> |X[ —|—] - s mod q>

find s € Zp find s € Zgn



LWE vs. EDCP

LWE: EDCP:

dim: n , dim: n

# samples: m # samples: ¢

modulus: ¢ modulus: ¢
st.dev: agq M ~ 1

mnaﬁq”/ m



LWE vs. EDCP

LWE:

dim: n

# samples: m
modulus: ¢
st.dev: agq

dim: n

# samples: ¢
modulus: ¢
st.dev: ¢/M

EDCP:

dim: n
# samples: ¢

modulus: ¢
1

M~ ——
mnozfq”/ m

dim: n

# samples: ¢
modulus: ¢
# shifts: M



LWE vs. EDCP

LWE:

dim: n

# samples: m
modulus: ¢
st.dev: agq

dim: n

# samples: ¢
modulus: ¢
st.dev: ¢/M

EDCP:

dim: n
# samples: ¢

modulus: ¢
1

M~ ——
mnaﬁq”/ m

dim: n

# samples: ¢
modulus: ¢
# shifts: M



From LWE to ECDP (Regev'02, BKSW'18)

Given: LWE samples: (A, by = Asy + eg) € Z*" X Z7'



From LWE to ECDP (Regev'02, BKSW'18)

Given: LWE samples: (A, by = Asy + eg) € Z*" X Z7'

1. Prepare the state (normalisations omitted)

S (o)~ X pl) s

seZn  jeL SEZ?
JEZN[—M,M]



From LWE to ECDP (Regev'02, BKSW'18)

Given: LWE samples: (A, by = Asy + eg) € Z*" X Z7'

1. Prepare the state (normalisations omitted)

S (X n i)~ 3 sl

seZp  jeL SEL]
JEZN[~M,M]

2. Evaluate the function f(j,s) — As — jb mod ¢

Zpr s) |[As — j - Asg — jeg) =



From LWE to ECDP (Regev'02, BKSW'18)

Given: LWE samples: (A, by = Asy + eg) € Z*" X Z7'

1. Prepare the state (normalisations omitted)

S (X n i)~ 3 sl

sEZr  jEL SELy
JEZN[~M,M)]

2. Evaluate the function f(j,s) — As — jb mod ¢

E:m s) |[As — j - Asg — jeg) =

2:&- ) 17) |s + jso) | As — jeo)



From LWE to ECDP (Regev'02, BKSW'18)

Zpr ) 17} |s + jso) |As — jeo)

1.9 o

As



From LWE to ECDP (Regev'02, BKSW'18)

Zpr ) 17} |s + jso) |As — jeo)




From LWE to ECDP (Regev'02, BKSW'18)

Zpr ) 17) |s + jso) | As — jeo) — |[(As — jeo)/d])

,,,,,,,,,,,,,,,,,,,,

********************************************************




From LWE to ECDP (Regev'02, BKSW'18)
3. Zpr ) 17) Is + jso) | As — jeo) —

Zpr )|7) |s + jso) | As — jeo) |Box(As — jey))



From LWE to ECDP (Regev'02, BKSW'18)
3. Zpr ) 17) Is + jso) | As — jeo) —

Zpr )|7) |s + jso) | As — jeo) |Box(As — jey))

4. Measure the last register:

Y ped) 1) Is + jso) [ As — jeo)

JEZN[—M,M]

$
for s < ZZ



From LWE to ECDP (Regev'02, BKSW'18)
3. Zpr ) 17) Is + jso) | As — jeo) —

Zpr )|7) |s + jso) | As — jeo) |Box(As — jey))

4. Measure the last register:

E pr(3) 17) s + jso) |As — jeo)
JEZO[—M,M]
for s i ZZ

5. Uncompute As — jeq by applying
f/(jvsab) _>b_AS+jb0

> pG)19) Is + dso)

JEZN[—M,M]



How hard is EDCP? w(z) = exp(2imrx)

M-1
1) [x + js mod q)

Jj=0



How hard is EDCP? w(x) := exp(2imx)

g

1
|7) |x + js mod q)

<.
Il
=

QFT over Zy
_—

> Y w (i)

q



How hard is EDCP? w(x) := exp(2imx)

M—1
|7) |x + js mod q)
§=0
QFT over Zy
M—1 .
(x+7js,y)\ .
DY wl =))W
y€Zy j=0 4
Measure y:
M—1 .
xX+Js,y g $
(B o
Jj=0 q
M—1




How hard is EDCP? w(z) := exp(2inz)




How hard is EDCP? w(x) := exp(2imx)

[¥) = Ti'w (282) 1), y & 23

If M = gq: |[¢) = QFT[(s,y)) = poly(n)
If M = ¢ and n is “small” = poly(n) [Childs-vanDam’05]

If M =o(n) or M = O(1): Kuperbeg's algorithm [Kup'05,
Kup'11]



Kuperberg's algorithm for EDCP w(z) := exp(2inz)

_ i(s . $ m
¥) =T w (22 )), y & 7
Goal: find s;.



Kuperberg's algorithm for EDCP w(x) := exp(2imx)
M-1 j (s, . $ n
B = Y w (222) 1), y & 2
Goal: find s;.

Lety = [q¢/M,q, ... q]. Then

M—1 .
. S .
1Y) = Zw (JMl) 17) S, s mod M

J=0
Such y appears with probability 1/¢".



Kuperberg's algorithm for EDCP w(z) := exp(2inz)

_ " $
v = itw (£22) 1), v & 2

Goal: find s;. Assumption: g = 2%,

Idea: combine several |¢;) to get y = [¢/M,q, ... ql.



Kuperberg's algorithm for EDCP w(z) := exp(2inz)

¥) = Titw (£82) 1), y & 23

Goal: find s;. Assumption: g = 2%,

Idea: combine several |¢;) to get y = [¢/M,q, ... ql.

M—1M-1 S & ol )
|¥1) ® |hg) = Z Z ( 1) qu Y2 )‘j1>j2>

J1=0 j2=0

M—-1M-1 2 g
P G
q ?

Jj1=0 j2=0




Kuperberg's algorithm for EDCP w(z) := exp(2inz)

¥) = Titw (£82) 1), y & 23

Goal: find s;. Assumption: g = 2%,

Idea: combine several |¢;) to get y = [¢/M,q, ... ql.

M—1M-1 S & ol )
|¥1) ® |hg) = Z Z ( 1) qu Y2 )‘j1>j2>

J1=0 j2=0

M—-1M-1 2 g
P G
q ?

Jj1=0 j2=0

Go on board...



Kuperberg's algorithm for EDCP

o A strategy: zero-ize ¢ bits on the i-th step. This gives

Time / classical mem.: 2v2rloga+o(vnlogq)

#Samples ; 2v?rlogato(vnlogg)

Quantum memory : poly(n)



Kuperberg's algorithm for EDCP

o A strategy: zero-ize ¢ bits on the i-th step. This gives

Time / classical mem.: 2v2rloga+o(vnlogq)

#Samples ; 2v?rlogato(vnlogg)

Quantum memory : poly(n)

e In general, if £ samples are given
nlgq
Time : 20(1 . W)
Quantum memory : poly(n)

« Reduction from LWE gives ¢ = poly(n) samples

 This is inferior (by the constant in the exponent) to lattice
attacks



Conclusions / Open Problems

« Kuperberg's algorithm for EDCP is a quantum analogue

of BKW for LWE.
Does not require many samples.
Asymptotically no better than lattice-based attacks on

LWE



Conclusions / Open Problems

« Kuperberg's algorithm for EDCP is a quantum analogue
of BKW for LWE.
Does not require many samples.
Asymptotically no better than lattice-based attacks on
LWE

o Q1: Better (but may be slower) space separation?
o Q2: Improve the algorithm for binary s



Conclusions / Open Problems

« Kuperberg's algorithm for EDCP is a quantum analogue
of BKW for LWE.
Does not require many samples.
Asymptotically no better than lattice-based attacks on
LWE

o Q1: Better (but may be slower) space separation?
o Q2: Improve the algorithm for binary s

Thank you!
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