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Part |

Reed-Solomon Code



Reed-Solomon Code: definition

Fix the following parameters:

* 1 <k <n, F,finite field, ¢ > n.

* S={ai,...,an} CFy oy's are distinct

Reed-Solomon Code C of length n and dimension k is

RM[n, k] = {(p(o1),...,p(on) € Fy : p € Fylz],degp(x) <k —1}

1 1 1
(071 (07) Qp
9 2
_ « (6] (6] kxn
G = 1 '2 g eFl,
k—1 k—1 k—1
231 Q9 an

is a generator matrix of RM[n, k].



Reed-Solomon Code: parity-check matrix

When S = {1,a,...,a" '} = F} for o primitive in IFy, previous
definition is equivalent to

RM[n, k] = {(co, coosCp1 €FY 1) = Zcixi,
cla) =c(a®) =...=c(a"F) = O} ,

Hence, the parity check matrix of RM[n, k] is

1 o . @i
1 a? o a2(n=1)

H — . ] . . c ]FZL—k‘Xn
1 on—k (=) (n—k)



Generalized Reed-Solomon Code
Add (v1,...,v,) € Fy \ {0} to the parameters.

Generalized Reed-Solomon (GRS) is generated by

1 1 o 1
(] 0] 0]
a1 a9 B (7%
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k-1 k-1 o1l 0O 0 ... w,
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1 1 1 z 0
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McEliece with Reed-Solomon

® sk=(ai,...,an,v1,...v,) — compact description of RM([n, k]

® pk = B = M - H for non-singular M € Fg_kxn_k, ie.,

21 22 Zn
21001 z202 ZnOin
B=MH=M -
—k—1 —k—1 n—k—1
ziaf 200 F o zna; )

Knowledge of sk allows fast unique decoding algorithms for up to

| 25% ] errors.



Part 1.1

Sidelnikov-Shestakov (case z; = 1)



Observation |

The attack is given B, the goal is to find aq, ..., a,.

Augment F, with {oo}, i.e., F° :=F, U {oo}.
Conventions: 1/00 =0,1/0 = 00, f(00) = faeg f-
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The attack is given B, the goal is to find aq, ..., a,.
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Observation |

The attack is given B, the goal is to find aq, ..., a,.

Augment F, with {oo}, i.e., F° :=F, U {oo}.
Conventions: 1/00 =0,1/0 = 00, f(00) = faeg f-

él) fl(l) f(l)k : 1 1
N I |
f n— k) f(n k) fan kkl O/f—k—l an—k-1 agnfkfl)
fO(e)  fDag) ... fD(an)

far)  [Plaz) ... fP(an)

FoRar) FOP(a) ... [0 F(an)

Entries of B are the evaluations of n — k polynomials in «;'s.



Observation |l

There are many solutions!
Let (M, a1,...,a,) be a solution, i.e., B=M-V(ay,...,an)
Fixa,belF,. For0<i<n-—Fk—1:

(az + b)* Z mi;x’ = M = (mj;)— lower-triangular



Observation |l

There are many solutions!
Let (M, a1,...,a,) be a solution, i.e., B=M-V(ay,...,an)
Fixa,belF,. For0<i<n-—Fk—1:

(az + b)* Z mi;x’ = M = (mj;)— lower-triangular
M -V(aq,...,an) =V(aay +b,...,aa, +b) (easy to check).

B=M- -V(a,...,a,) = MM - MV (a,...,on)
= (MM -V(acq +0,...,a0, +Db)



Observation |l

In general, any birational transformation

ar +b

P(z) = cztd

ab—cd # 0

generates a new solution (M - Mdjl,qb(al), oo O(a).

For any aq, ag, a3 € F°, there exists ¢ s.t.

P(a) =1
P(az) =0
P(az) = oo

So we search for a specific solution

(M, (1,0,00, a4, ...,00)), «; ¢{0,1,00}

1> 4.



Step |

Take columns of B indexed by {1,n —k+1,...,2(n—k—1)}

Y1) oo fDap—gt1) ... FO(

(6%}
B fP1) . fDap—ptr) - FO(amt-1) - -

f(n_k')(m) f(n_k)('an—kﬂ) f(s)(aé('n.—’f—l))

Find c; € Fg_k from the (left) kernel of these columns:

(e1, fD (o)) =0,

<c17 f(l) (a2(n7k71))> = 0.



Step | (cont.)

(®) =
(e, f (0‘1»_ % Fi(z) == Y enifO(2)

(c1, fO (O‘2(n—k—1))>': 0



Step | (cont.)
<C1, f(l) (a1)>-: 07

: g Fi(z) = Y1 erifO(z)
(e1, FD(an(n_1))) =0

Fl(l’) is 0 in {al,an,kﬂ, 00 ,a2(n,k,1)}, SO
Fi(z) = a1(z — aq)(z — ap_gr1) -+ - (T — agpn—k—1))

We know ay, since we know b; 3:

Fi(c0) = Fi(a3) Zcuf 261”3



Step | (cont.)
<C1, f(l) (a1)>-: 07

; —  A@:=Yi adO@
(e1, FD(an(n_1))) =0

Fl(l’) is 0 in {al,an,kﬂ, 00 ,a2(n,k,1)}, SO
Fi(z) = a1(z — aq)(z — ap_gr1) -+ - (T — agpn—k—1))

We know ay, since we know b; 3:

Fi(c0) = Fi(a3) Zcuf 261”3

We also know another evaluations of Fj:

E Clzf a] § Clz 5,5



Step | (cont.)

Considered columns of B indexed by {1,n—k+1,...,2(n—k—1)}



Step | (cont.)

Consider columns of B indexed by {2,n —k+1,...,2(n —k —1)}.



Step | (cont.)

Consider columns of B indexed by {2,n —k+1,...,2(n—k —1)}
Do the same, obtain
Fy(z) = ax(z — a2)( — an—g+1) -~ (z — 042(n7k71)),

where the leading coeff. a5 is again known:

F>(00) = Fi(ag) Zcuf (a3) ZCQ'L 5,3

We also know
n—k n—k

Pylay) =Y e2ifD(ay) = eabiy.

=1 =1



Step | (cont.)
We have

Z C1 1f a] Z C1 z i, -
Z C1 1f( Oé] Z (6)) z inE
For 3 <j <n—k, o  are not the roots of F1, F5, hence compute

Fi(a;)  ai(aj —on)(oy — an—gy1) - (0 — Qon_g-1))
Fy(ag)  ag(ay — a2)(aj — anp1) -~ (@ — @o(m-p-1))
)
)




Step | (cont.)
We have

Z C1 1f a] Z C1 z i, -
Z C1 1f( Oé] Z (6)) z inE
For 3 <j <n—k, o  are not the roots of F1, F5, hence compute

Fi(a;)  ai(aj —on)(oy — an—gy1) - (0 — Qon_g-1))
Fy(ag)  ag(ay — a2)(aj — anp1) -~ (@ — @o(m-p-1))
)
)

From a1 =1, a5 = 0:

a1/az 3<j<n—k

YT araz — Fi(a)/Falay) -




Step |l

We have found ay, ..., an k.

To find the remaining aj,j > n — k + 1:

e Consider the columns of B indexed by {1,3,...n —k}. Obtain c3
and F5 with roots in {a1, a4, ...k}
* Root in a3 means that the coefficient for 2% is 0, i.e.,
degF5=n—Fk— 1.

e Consider the columns of B indexed by {2,3...n — k}. Obtain ¢4
and Fy with roots in {ag, a4, ... n_x}, degFy =n —k — 1.

® Similar computations lead to

Fg(aj) . ag(()éj = al) o = al/ag
Fy(ey)  aa(oj — ag) — f- a1/az — Fs(ay)/Fa(ey)




Step |l

We have found ay, ..., an k.

To find the remaining aj,j > n — k + 1:

e Consider the columns of B indexed by {1,3,...n —k}. Obtain c3
and F5 with roots in {a1, a4, ...k}
* Root in a3 means that the coefficient for 2% is 0, i.e.,
degF5=n—Fk— 1.

e Consider the columns of B indexed by {2,3...n — k}. Obtain ¢4
and Fy with roots in {ag, a4, ... n_x}, degFy =n —k — 1.

® Similar computations lead to

Fg(aj) . ag(()éj = al) o = al/ag
Fy(ey)  aa(oj — ag) — f- a1/az — Fs(ay)/Fa(ey)

Runtime: O(n?).



Part I1.11

Sidelnikov-Shestakov: handling z; # 1.



Again, many solutions

21 2 Zn
zZ1001 Z909 ZnQn
B=M- . ) ] . =MV(ar,...,an)Z
210/1%1%1 zpa™ kL 2 an kL

Observe: multiplying elements of Z by a € F;, \ {0} and elements
of V(au,...,an) by a=! gives the same B.

Hence, assume z; = 1.



Again, search for kernel vector

Choose first n — k + 1 columns of B:
2fV(a1)  2fW2) ... zZew1 fY (ki)

2f " P () znopi1fH(02) - Znks1 fO (k1)



Again, search for kernel vector

Choose first n — k 4+ 1 columns of B:

afMa)  zfW(e) ... zpk1 fO(on—ps1)

B = : : . :
af0 N (en) znoppafH @) - ke FO (ano k)

Now find ¢ € F,,_;y1 from the right kernel of these columns:

n—k+1

Z cjzjf(i)(aj) =0 1<i<n—k
= —

M -V(a,...,a,) - Diag(c)- Z =0
= (M is invertible)
V(aq,...,ay) - Diag(c)- Z =0
= system of n — k egs. with n — k unknowns {za,..., 241}

Repeat the process with different columns of B.



Part 1l

Discussion



Goppa vs. Reed-Solomon

GRS



