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A lattice is a set L= {} ., z;b; : z; € Z} for some
linearly independent b; € R"
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Definitions .
Minimum

* (L) = mingepo ||V

C C Determinant

det(L) = |det(b;);]

Minkowski bound

y y M(L) < /- det(L)
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A lattice is a set L= {} ., z;b; : z; € Z} for some
linearly independent b; € R"

{b;};— a basis of L
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The Shortest Vector Problem (SVP) asks to find Vshortest € £:
”VshortestH =\ (»C)
Often we are satisfied with an approximation (7-SVP) t0 Vehortest:

||VshortH <7v-M ([')



CVP / BDD .

The Closest Vector Problem (CVP), given t ¢ L asks to find
veLs.t.
|v — t|| is minimized over all v € £



CVP / BDD .

The Closest Vector Problem (CVP), given t ¢ L asks to find
veLst.
||lv — t|| is minimized over all v € £
Often we have dist(¢, £) < %Al(ﬁ).
This is the Bounded Distance Decoding Problem v-BDD



CVP / BDD

@V . To solve BDD on L,
y y we call approx-SVP on

q
[ ]
o o o a related lattice of dim+1.
. ® by e We concentrate on SVP

The Closest Vector Problem (CVP), given t ¢ L asks to find
veLs.t.
||lv — t|| is minimized over all v € £
Often we have dist(¢, £) < %Al(ﬁ).
This is the Bounded Distance Decoding Problem v-BDD



From BDD to approxSVP: Kannan's embedding

Given a BDD instance (£,t), where £ has a basis B, consider for

a certain constant c
B — B t
0 c|°

« the columns of B’ are lin. independent
« If c is appropriately chosen and t is close enough to L,

Bt | x| _|Bx—t

0 c -1 C
is short (much shorter than any v € £L(B’) not parallel to it)
in L(B').



Asymptotical Hardness of SVP (non-leading order terms omitted)

HvshortestH S \/ﬁ . det(ﬁ)l/n

||Vshort|| < v ||VshortestH
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Asymptotical Hardness of SVP (non-leading order terms omitted)

HvshortestH S \/ﬁ . det(ﬁ)l/n

||Vshort|| < v ||VshortestH

() cnlogn cB
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Crypto

« Sieving (heuristical), assumed in this talk:
Time(exactSVP) = 20292n Memory = 20-2075n

o Enumeration:
Time(exactSVP) = 2(1/2¢)nlogn Memory = poly(n)
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The Learning with Errors problem



LWE (Regev'05)

m , mod ﬂ» or
A A + q

D —

n

A ﬁ T mxn Dag
q

$
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Typical parameters: n = ©(bit security), ¢ = n®W,

m = O(nlogq), a =+/n/q.



LWE is BDD

m ) mod ﬂ» or
A A + q

n
o A defines the Construction-A lattice

Ly(A) = AZy + qZ™
o W.h.p., £,(A) is of dim. m and det(L,(A)) = g™ ™.

o As+emod ¢ is a point near L,(A) at distance O(y/maq)

ql—n/m

e (A, As +e)is a BDD instance on L,(A) with v =

aq



Hardness of LWE under lattice-based attacks (non-leading terms omitted)

‘2c-n 2c~ﬁv‘ BKZ poly(rlz), LLL S
W W W ~
poly(n) 2% log 8 2"
For LWE parameters (n,m, q,a), v = ql;z/m
lg g nlgq
T(LWE) =exp | c- — lg< - >17
lg” o lg” o

This complexity is obtained by solving for
m 1-n/m
2 B log B _ q
aq

and choosing m = §2(n) that minimizes the solution.



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0
LWE: Given

(a1, (a1, s) +e; mod q)

(ama <am s S> + ey, mod Q)y

find s.



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0

LWE: Given
(a1, (a1, s) +e1 mod q)

(ama <am s S> + ey, mod Q)y

find s.

DCP: Given
|0,21) + |1, 21 + s mod N)

|0, z¢) + |1, 2¢ + s mod N)
find s.



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0

LWE: Given < DCP: Given
(a1a<a1 ,S> +e1 mod Q) [RegeV 02] ’O,(L‘1> + |1,$1 + s mod N>
(am, (am ,S) + e, mod q), |0, z¢) + |1, 2¢ + s mod N)

find s. find s.



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0

LWE: Given < DCP: Given

(ala <a1 ) S> +e1 mod Q) [RegeV 02] ’0,$1> + |1a i mod N>
(am, (am ,S) + e, mod q), |0, z¢) + |1, 2¢ + s mod N)
find s. find s.

Does not asymptotically improve upon classical algorithms



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0

LWE: Given < DCP: Given
(a1, (a1, s) + e; mod q) [Regev'02] |0,21) + |1,21 + s mod N)
(am,<am,s.>+em mod q), ’0,1’g>—|—|1,l’£4+8 mod N)
find s. find s.
Does not asymptotically improve upon classical algorithms
Lattices: Kuperberg's alg:
exp (c . ﬁgf);‘ . n) exp <c’(log£ +log N/ log 6))

The reduction produces ¢ = poly(n), N = 2nled
Q: What is ¢'?



LWE vs. Dihedral Coset Problem

Dimension: n, modulus: ¢ = poly(n), a > 0

LWE: Given < DCP: Given
(a1, (a1, s) + e; mod q) [Regev'02] |0,21) + |1,21 + s mod N)
: ? :
(am, (am ,S) + e, mod q), > |0, z¢) + |1, 2¢ + s mod N)
find s. find s.
Does not asymptotically improve upon classical algorithms
Lattices: Kuperberg's alg:
exp (c . ﬁgf);‘ . n) exp <c’(log£ +log N/ log 6))

The reduction produces ¢ = poly(n), N = 2nled
Q: What is ¢'?



Extended DCP, BKSW'18

EDCP DCP
for a distr. D
>. D)) Ix+j-s) 0) [2) + [1) [z + s)

jé€sup(D)



Extended DCP, BKSW'18

EDCP DCP
for a distr. D
> DG x+5-s) 10) |z) + [1) [z + s)
jé€sup(D)
G-EDCP U-EDCP

S o) ) x4+ -s) S ) I+ s)

jEz



Extended DCP, BKSW'18

EDCP DCP
for a distr. D
Z D(j)|7) |x+j-s) 0) |z) + (1) |7 + s)
Jj€sup(D)
G-EDCP U-EDCP
S o) ) x4+ -s) S ) I+ s)

JEZ
We can show that
| IWE <<= GEDCP <= U-EDCP < DCP |

<= hides polynomial loses



Extended DCP, BKSW'18

EDCP DCP
for a distr. D
>. D)) Ix+j-s) 0) [2) + [1) [z + s)
jé€sup(D)
G-EDCP U-EDCP
o) i) Ix+5s) S ) x4 s)

JEZ
We can show that
| IWE <<= GEDCP <= U-EDCP < DCP |

<= hides polynomial loses

Q: Complexity of Kuperberg's algorithm for EDCP?
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Efficient lattice-based crypto



Algebraic assumptions

« To store an instance of LWE we need Q(n?logq) bits

o Matrix-vector multiplication costs O(n?) operations in Z,

— ‘standard’ LWE-based primitives are slow

Solutions:

1. Algebraic versions of LWE
2. NTRU



Polynomial-LWE, SSTX'09

Let f € Z[z] - monic irreduc. of degree n, ¢ > 2, > 0

a:Zai:vi €Zlxz)/f — (ag,...,an_1) €EZ"

Search Poly-LWE;:
« Choose s ¢ Zyx)/ f

. Choose a;'s < Zylx)/ f
« Sample coeffs of ¢; from D,

Given (ay,...,a,) and
(ar-s+e1,...am-s+ey), find s.



Polynomial-LWE, SSTX'09

Let f € Z[z] - monic irreduc. of degree n, ¢ > 2, > 0

a:Zaiﬂci €Zlxz)/f — (ag,...,an_1) €EZ"

S
Search Poly L\Q/Ef. @ a)[f] .
o Choose s < Z,[z]/f = Roty(a)
« Choose a;'s & Zylx)/ f m-n -
« Sample coeffs of ¢; from D,
Given (ay,...,a,;) and Rot(az) €2
(ar-s+e1,...am-s+ey), find s.




Polynomial-LWE, SSTX'09

Let f € Z[z] - monic irreduc. of degree n, ¢ > 2, > 0

a:Zaixi €Zlxz)/f — (ag,...,an_1) €EZ"

S

Search Poly L\Q/Ef. @ a)[f] .

o Choose s < Z,[z]/f = Roty(a)

« Choose a;'s & Zylx)/ f m-n -

« Sample coeffs of ¢; from D,
Given (ay,...,a,) and Rot(az) €2
(ar-s+e1,...am-s+ey), find s.

n

One sample (a;, a;s + ¢;) gives n correlated LWE samples
We can multiply polynomials in time O(n)



Ring-LWE for f = 22" + 1, LPR'10
Let f = 2™ + 1 - cyclotomic of degree n = 2¥, ¢ > 2, a > 0
Let wy,...,w, € C - roots of f, V; - Vandermonde for w;'s

ol Zai:vi € Zx)/f — (a(wp),...,a(w,_1)) €C"

Search Ring-LWE;:
« Choose s ¢ Zqlx]/ f

« Choose a;'s < Zyx)/ f
« Sample o(e;)’s from D,,



Ring-LWE for f = 22" + 1, LPR'10
Let f = 2™ + 1 - cyclotomic of degree n = 2¥, ¢ > 2, a > 0

Let wy,...,w, € C - roots of f, V; - Vandermonde for w;'s
o Zai:vi € Zx)/f — (a(wp),...,a(w,_1)) €C"
7 s B
Search Ring-LWE;: V- Roty(aq) e
$
» Choose s « %q[x]/f - 4l
o« Choose a;'s < Z,[z]/ f
« Sample o(e;)’s from D,, Vi - Roty(as) e




Ring-LWE for f = 22" + 1, LPR'10
Let f = 2™ + 1 - cyclotomic of degree n = 2¥, ¢ > 2, a > 0

Let wy,...,w, € C - roots of f, V; - Vandermonde for w;'s
o Zai:vi € Zz]/f — (a(wo),...,a(w,—1)) € C"
0 S
Search Ring-LWE;: Vy - Roty(ar) e
« Choose s < Zqlx]/ f
g m-n _|_ JL
o« Choose a;'s < Z,[z]/ f
« Sample o(e;)’s from D,, Vi - Roty(as) e
~ 1

« Multiply in time O(nlogq)
« Poly-LWE and Ring-LWE are closely related for f's with
well-conditioned V, [RSW'18]



NTRU, HPS'98

Let ¢ > 2, ® - polynomial of degree n,
Rg = Zq[z]/(®)
Eg,®d=2"—1or d=z"+1or d=aP —z—1

Search NTRU assumption:

o Choose f invertible in Rg
and with coeffs in {—1,0,1}

o Choose g and with coeffs in
{-1,0,1}
o Publish h=g/f € Ry

Given h, it is hard to find ‘small’
(f,g9)st.h=g/f € Rs.



NTRU, HPS'98

Let ¢ > 2, ® - polynomial of degree n,
Rg = Zq[z]/(®)
Eg,®d=2"—1or d=z"+1or d=aP —z—1

Search NTRU assumption: NTRU lattice:
o Choose f invertible in Rg Rot(h) ¢l i g
and with coeffs in {—1,0, 1} B I el
. . I 0] |k S
o Choose g and with coeffs in
{-1,0,1}  h defines a 2n-dim lattice
o Publish h=g/f € Ry r— {[RotI(h) qu} -R?p}

Given h, it is hard to find ‘small’
(f,9) st.h=g/f € Re. e (g, f) - short vector in £



Classical hardness of Poly/Ring LWE and NTRU under lattice attacks

Let ¢ > 2, ® - polynomial of degree n,
Re = Zq[x]/(P)

Ring-/Poly-LWE NTRU

Rot(h)| 4l

ql

| 0

A defines rank-m module over Rg h defines rank-2 module over Rg



Classical hardness of Poly/Ring LWE and NTRU under lattice attacks

For m > 1, SVP in arbitrary rank-m module over Rg is not
known to be easier than ‘standard’ SVP on an arbitrary
nm-dimensional lattice (poly(n) accelerations exist):

cnm cf3

‘2 2 ,‘BKZ poly(nm), LLL Time

\ \ \ y
poly(nm) 9 % log 3 2mm



Classical hardness of Poly/Ring LWE and NTRU under lattice attacks
Caveats:

e For SVP in arbitrary rank-1 module from cyclotomic Rg, can
achieve v = 2°V™) in time 2°(vV™) using
Biasse-Espitau-Fouque-Gélin-Kirchner'17 /
Cramer-Ducas-Peikert-Regev'16/
Cramer-Ducas-Wesolowski'17
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Caveats:

e For SVP in arbitrary rank-1 module from cyclotomic Rg, can
achieve v = 2°V™) in time 2°(vV™) using
Biasse-Espitau-Fouque-Gélin-Kirchner'17 /
Cramer-Ducas-Peikert-Regev'16/
Cramer-Ducas-Wesolowski'17

e Can do better for ideals from Rg if allow precomputations on
Ro (see Hanrot-Pellet—Mary-Stehlé'19)



Classical hardness of Poly/Ring LWE and NTRU under lattice attacks
Caveats:

o For SVP in arbitrary rank-1 module from cyclotomic Rg, can
achieve v = 2°V™) in time 2°(vV™) using
Biasse-Espitau-Fouque-Gélin-Kirchner'17 /
Cramer-Ducas-Peikert-Regev'16/
Cramer-Ducas-Wesolowski'17

e Can do better for ideals from Rg if allow precomputations on
Ro (see Hanrot-Pellet—Mary-Stehlé'19)

o Using Pataki-Tural result on small volume sublattices,
Fouque-Kirchner show that (f,g) - D2 of NTRU can be
recovered using B-BKZ with

=524

1g% ¢

for large enough ¢ and aq. This is poly(n) for ¢ = 20(vm)



Part IV
Known quantum speed-ups for SVP



Quantum speed-ups for SVP/4-SVP
|. (A bit) faster SVP for ‘standard’ lattices

90.292:n 5 91/(2e)nlogn 251 BKZ

Time
Classical: : :
poly(n) 2% log 3 Y
o for 0.292n see [BDGL16]
o for 1/(2e) see [HSO7]
20.265% or 27'711()g’n, 25, BKZ e
Quantum: : :
poly(n) 2% log 3 Y

o for 0.265n see [Laarhoven16]
o for 7nlogn see [ANS18]



Quantum speed-ups for SVP/4-SVP

Il. (A lot) faster SVP for ideal lattices

20‘265%}0', 2?% logn 2}5 pol}((n) Time
Quantum: { { {
poly(n) 2% log 8 Qﬁ Y

« see [BF16] and [CDPR16] for 20(v®W_SVP in time poly(n)
for a principal ideal in prime-power cyclotomics

« see [CDW17] for 20(vn)_S\vP algorithm in time poly(n) for
an arbitrary ideal in prime-power cyclotomics



Open questions

e Quantum speed-ups for memory-efficient single-exponential
SVP algorithms

e Quantum hardness of LWE under Kuperberg's algorithm for
the Dihedral Coset Problem

e Quantum acceleration for LLL/BKZ
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