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BKW / lattices: Kuperberg:
( log g log n ) 2O(logl+log N/log?)
20 " llog q—log ¢;)2

The reduction produces ¢ = poly(n), N = 2’
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Answer:

No, but we known that EDCP < LWE [BKSW18]
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Main result of [BKSW18]:

IWE <= GEDCP <« U-EDCP < DCP |
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Our result
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Our algorithm for M = 2: Goal

Given (y, 10) + wi¥™) |1>) construct a state with y = 0 mod ¢/2.

Why useful? Fory' =y/(q/2):

2miq/2(y’ ,s)

0) + w2 1) = 0) +e” (1) = 0) + (=) 1)

1. Measure the state in Hadamard basis, receive (y’,s) mod 2
2. Do it n times, learn 5 := s mod 2 via linear algebra
3. To proceed to the next LSBs of s, transform fresh EDCP samples:

10) [%) + [1) [x +8) = [0) [x) +[1) [x +5 = 5)

Wq = 627”’/q
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where Y = [y']y].
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3. Measure the last register to get some b € Z% and

> W)

JEZITY j=b



Our algorithm for M = 2: Main step

S W), b

jezztY j=b



Our algorithm for M = 2: Main step
> WU, b
J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}



Our algorithm for M = 2: Main step

> WU, b

J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}

5. We have
Y.]o, (Y:j1,s)

lJo) +wg 1) = [0) + wi¥ Gr0=) 1),



Our algorithm for M = 2: Main step
> WU, b
J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}

5. We have

Y.]o, (Y-j1,8)

lJo) +wg 1) = [0) + wi¥ Gr0=) 1),

6. Since Y - (j1 — jo) = 0 mod 2,

|0) +uV /2 \1) where 2y’ =Y (j; — jo) mod gq.



Our algorithm for M = 2: Main step
> WU, b
J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}

5. We have

Y.]o, (Y-j1,8)

lJo) +wg 1) = [0) + wi¥ Gr0=) 1),

6. Since Y - (j1 — jo) = 0 mod 2,
0) +w,* 1) where 2y' = Y(j; — jo) mod g.
Proceed in the same way to obtain samples

0) +wi 1)



Our algorithm for M = 2: Main step
> WU, b
J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}

5. We have

Y.]o, (Y-j1,8)

lJo) +wg 1) = [0) + wi¥ Gr0=) 1),

6. Since Y - (j1 — jo) = 0 mod 2,
0) +w,* 1) where 2y' = Y(j; — jo) mod g.
Proceed in the same way to obtain samples

0) + i 1) = 10) +wi’™ 1)



Our algorithm for M = 2: Main step
> WU, b
J€ZITY j=b

4. Compute classically the set (Y mod 2 is full rank w.h.p.):
{jezy*" : Y -j=bmod2} = {jo,j1}

5. We have

Y.]o, (Y-j1,8)

lJo) +wg 1) = [0) + wi¥ Gr0=) 1),

6. Since Y - (j1 — jo) = 0 mod 2,
0) +w,* 1) where 2y' = Y(j; — jo) mod g.

Proceed in the same way to obtain samples

0) + w7 12) = 10) + T 1) = . 10) +w G 1) = o) + (-1
8 q/2

)



Analysis

> To produce one state [0) 4 (—1)%) [1), we need
> O(n) states [0) +w'¥* |1)

q/q/4
> O(n?) states |0) +wq’/'qs/8 1)
>

> ©(nloga—1) states [0) + w( |1)

> To recover s mod g, we need nlog ¢ states |0) + (—1)™ [1).



Analysis

> To produce one state [0) 4 (—1)%) [1), we need
> O(n) states |0) +w'¥* |1)

q/q/4
> O(n?) states |0) +wq’/';/8 1)
>

> O(nlosa-1) states [0) + wi¥* |1)
> To recover s mod g, we need nlog ¢ states |0) + (—1)™ [1).

Theorem
There exists a quantum algorithm that given on input 22(10gnloga) EDCP samples,
solves the problem in time 200°m1084) and poly(n) space.

The main challenge: to show that y’ obtained at Step 6 are uniform (see paper).
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1. Recall Step 2 but now compute mod M > 2, for M prime:
> Wi 5 [Y - j mod M)
jezyt
2. Compute classically the set (Y mod M is full rank w.h.p.) for some measured b:

ez . Y -j=bmod M} = {j; =jo +iumod M,0 <i< M, uéc ker(Y)}

~
not true mod g

3. Therefore, Step 5 fails:

M-1

M-—1 M-—1
D we i)y = 37 wf¥itieMvis) |y o N7 iYus) )j,)
=0 i=0

=0
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Is LWE broken?

No

LWE to EDCP reduction [BKSW18§]

There is a probabilistic quantum reduction from LWE samples with parameters
(n,q, ) to ¢-many EDCP samples with parameters (n, g, M), where

¢ < M/(«- poly(n)).

» The reduction produces only poly(n) many EDCP samples
» For ¢ > q/M, we need to start with ‘trivial” LWE, i.e., with ga < 1/poly(n).



Where does sample restriction come from?
Reductions from (E)DCP to LWE create a superposition
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Where does sample restriction come from?
Create around each center a sphere

Z (10,x, Ax, B(Ax) + |1,x + s, Ax — e, B(Ax — e))

x€ZLy



Where does sample restriction come from?

Measure the state. The probability of hitting a point in the intersection is
O(v/nlle|l/R), for R~ A\ (A = at most O(q/(v/nlle|)) samples

®_ e
® ©



Final thoughts

» If you manage to extend the algorithm to moduli ¢ = p* for p = poly(n), you'll
get a poly(n) algorithm and quantumly break LWE

» A sub-exponential algorithm for EDCP with poly(n) samples would lead to a
sub-exponential attack on LWE

» We do not know yet a module-LWE analogue of EDCP



What about codes?

For A € IFQXk,b = As + e, following existing reductions we can construct:

> 10,x, Ax mod 2) + [1,x + s, Ax + e mod 2)

x€Fy

“Separating” (Ax, Ax + e) from (Ax’, Ax' + e) is the decoding problem for A.



Thank you! Questions?

#Samples
22(vn)
n@Uog ) poly(n) poly(n) | poly(n)
This work
2 This work
9Q(log? n) o A'fo:g‘ffee %r?éirgégie [CD07,K20]
poly exp(n)
[RO4, K20]
M =2 poly(n) q/c qg—c M=gq
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